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A Real Story

A government
questioned if a large
telecom company’s
products had a
“backdoor”
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Source Code Audit
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Source code
IS clean,
no backdoors
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Source code Is safe.

Does it mean the
product is safe?
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Reproducible Builds

“Is the product
really built from

the audited source
code?”



The Strict Requirements

In a Complete New Environment
Controlled by the Government

&
Bit-for-Bit Identical
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Yes, the products
were built from

this audited
source code




Now, it should be
TRUSTWORTHY
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Source code is safe I | B

Product is really built
from this source code
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The Ultimate Question

Can you prove that in such a complex build process,

every single step is secure and auditable?

And there was no chance

to secretly introduce any security risks or
backdoors?
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. .
XZ Backdoor Incident in 2024

The attacker injected the backdoor

https://upload.wikimedia.org/wikipedia/en/6/65/0penSSH_logo.png
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The End of the Story, But it's Not Over

The government still decided not
to buy from them in the future

It's a huge waste for this company, right?




The Lesson from the Story

- @' @ Itwas a great

=~ . opportunity to learn and
improve their own

» engineering capabilities



“Trust” is an engineering capability



.
Scale Engineering

Is product built from this source code?
Is the build process trustworthy?

Is source code trustworthy?
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Three Core Challenges in Large
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What is a “Dependency”?

When we talk about dependency management

° in package.json
° in pom.xml

° in go.mod

e Git submodules
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Dependency Iceberg

Can cause product failures or
Introduce critical issues

Also change and get upgraded




General Dependency & Narrow Dependency

Everything that can affect the
software production process and
the result, are dependencies.
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How complex is the General Dependency network in the real world?

Typical telecom hardware product

Components

9000+

Services

300+

Packages/Images

600+

Developers

1500+

C++

48M

Go

21M

Codebase

Scale Java

12M

Others

2.6M

Total

84M
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Challenges of Just One Platform

* Only ~15% of the build
pipeline

* Involves 260 repos
and 300+ pipeline jobs

* Weekly releases
* Each build takes 7-8h

* Release incremental
updates

* Frequent updates affect dependencies
* Requiring manual tracing and timely fixes



scale

development

A large
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Core Pain Points of Scale
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e Unclear path of change impact
e [ntegration is late and fragile
e Slow builds
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We rely on the “Black-Box Scanning”

model of build tools.

But as the scale grows ...
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Bottleneck of “Black-Box Scanning”

e More than 2000 developers are
collaborating

Millions of lines of code are being written
Full scanning takes 6-8 minutes

The cache for a build: 40+ GB

Thousands of build nodes work
simultaneously

e Extensive downloads cause network storm
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The Revolution

Explicit Engineered Governance

Divide and Conquer




“Partial Integration”
V.S.
“Divide and Conquer”

From
“Build less”
To

“Build only what is necessary”
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Three Core Practices

Chunking: break down the system
Fabrication: build the product

Verification: prove the result

Fabrication Verification




hunking

Clear Bounderes and complete depenenicy Lists

guild units Divide and conquer

The goal of Chunking is “Divide & Conquer”

)

e

e

-
LS
s

e

Chai Feng @ Odd-e



Challenge for Chunking

Unclear Boundaries




Challenge for Chunking

libfoo.so libbar.so

BAR=xxx

libfoo.so

libbar.so

BAR=xxx




Challenge for Chunking

Hidden Dependencies
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Challenge for Chunking

project:
name: hidden_deps_app
sources:
- src/main.cpp
- src/utils.cpp
build_environment:
compiler: gcc-9.3.0
system_packages:
- name: libssl-dev-1.0.2
- name: libcurl4-openssl|-dev-7.8.10
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Challenge for Chunking

o

BE - -maua=m

- Broken Connections
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Challenge for Chunking

cd encryption-engine-cpp || exit 1 project_name: secure-payment-gateway

services:
mkdir -p build .. "
cd build ype: cpp_library
sources: ...
cmake ..

build_environment: ...

Lndak/e payment_service:
o type: java_app
sources: ...

build_environment: ...

cd payment-service-java || exit 1
mvn clean package
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Challenge for Fabrication

Bit-for-Bit Reproducibility
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For the same set of inputs, always
produce bit-for-bit identical output



Challenge for Fabrication

r
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DEVELOPER NEEDS
(DEPENDENCIES, , OUTPUTS, ,ETC)

~
~
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Unreliable Processes
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Challenge for Fabrication

cf_add_library(

)

cf_add_library(fc : cryp r
COMPILE_OPTIONS DENABLE FIPS MODE 1-03
SRCS src/aes.c  src/sha256.c
PUBLIC_HEADERS include/crypto_core
DEPENDS

openssl::crypto
sys:ithreading
utils::logger

)

cf_add_library(foobar::service:key_manager
SRCS src/key_manager.c src/random.c
PUBLIC_HEADERS mclude/key manager h
DEPENDS | : . )
sys..threadmg
utils::logger

Chai Feng @ Odd-e



Challenge for Fabrication
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Challenge for Fabrication

product_id: "atlas-Ix-2025"
model_name: "Atlas Luxury"
features:
powertrain:
engine_type: "V6_TURBO"
transmission: "8_SPEED_AUTO"
drive_mode: "AWD"
infotainment:
screen_size: "12.3_inch"
navigation:
enabled: true
maps_provider: "here"
premium_sound:
enabled: true
brand: "bose"
connectivity:
- "apple_carplay"
- "android_auto”
- "4g_hotspot"
driver_assist:
adaptive_cruise_control: true
lane_keep_assist: true
blind_spot_monitor: true
parking_assist: "360_CAMERA"
climate_control:
zones: "dual”
heated_seats: "front_and_rear"
air_purification: true
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product_id: "atlas-st-2025"
model_name: "Atlas Standard"
features:
powertrain:
engine_type: "I4_NA"
transmission: "6_SPEED_AUTO"
drive_mode: "FWD"
infotainment:
screen_size: "8_inch"
navigation:
enabled: false
maps_provider: null
premium_sound:
enabled: false
brand: null
connectivity:
- "apple_carplay"
- "android_auto"
driver_assist:
adaptive_cruise_control: false
lane_keep_assist: false
blind_spot_monitor: true
parking_assist: "REAR_CAMERA"
climate_control:
zones: "single”
heated_seats: "front_only"
air_purification: false



Verification
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Create a "birth certificate" for every artifact we build



Challenge for Verification
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Core Conclusion

Chunking-Fabrication-Verfication

The lack of General Dependency management
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Benefits in Practice

e ClI Pipeline Orchestration, from 300+ to ~20 tasks

e Autonomous driving department, add a new car model from 2 months to 3 days

e Pipelines are independent of Cl server, our system’s build logic must be
identical

e Security Risk Tracing

e Architecture Governance
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What Can You Do Tomorrow

Refactor Your Build Scripts

Automate Your CI/CD Infrastructure



Thank you!

Chai Feng <chaifeng@odd-e.com>

2025-10
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Fabrication Verification
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